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CONTENTION-FREE ACCESS INTERVALS 
ON A CSMA NETWORK 

CROSS REFERENCE TO RELATED APPLICATIONS 

This application claims priority to U.S. Provisional Application No. 60/420,071, filed 
October 21, 2002, and U.S. Provisional Application No. 60/504,733, filed September 18, 
2003. 

TECHNICAL FIELD 

This invention relates to network protocols, and more particularly to contention-free 
intervals on a carrier sense multiple access (CSMA) network. 

BACKGROUND 

Various protocols are known for sharing access to a medium, e.g., polling, time 
division multiple access (TDMA), token passing, and carrier sense multiple access (CSMA). 
Polling uses a master station to periodically poll other stations (slave stations), giving the 
slave stations explicit permission to transmit on the medium. TDMA protocols also rely on a 
master station (network master), which broadcasts a frame synchronization signal before 
each round of messages to synchronize the clocks of all stations, and, after synchronization 
occurs, each station transmits during its uniquely allocated time slice. In token passing, 
access to the transmission medium is determined by possession of a special data unit called a 
token, which is passed from station to station. CSMA protocols rely on all stations listening 
to the medium prior to transmission to determine when the medium is idle. After the 
transmission ends, each station waits a specified interval (also known as an interframe gap) 
followed by an additional delay of one or more transmission (contention resolution) slots 
based on an assigned slot number before transmitting. 

Carrier sense multiple access (CSMA) protocols because of their simplified access 
mechanism and robustness in performance under a variety of network conditions are widely 
used. Multimedia applications require guarantees on such parameters as latency, jitter and 
packet loss probability. The uncontrolled nature of channel access in CSMA networks makes 
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it difficult to support quality of service (QoS). QoS can be evaluated in terms of latency, 
jitter, and packet loss probability (PLP) where latency is how much time it takes for a packet 
of data to get from one device to another, jitter is a random variation in the delay between the 
arrival of one packet of data and a consecutive packet of data, and PLP is a probability of 
5 losing a packet of data transmitted from one device to another device. Several variations to 
the CSMA mechanism are in use that enable various degrees of control on the QoS 
parameters. For example, CSMA in the HomePlug® 1.0 protocol, available from Intellon 
Corp of Ocala, Florida, uses a priority resolution slot mechanism. HomePlug® 1.0 protocol 
uses four priority levels to classify transmissions on networks. Each transmission is thus 

10 classified depending on its QoS requirements. Each class embodies a coherent set of latency, 
jitter and packet loss probability (PLP) guarantees. Stations having transmissions at various 
priority levels waiting to be sent contend during priority resolution slots of time between 
transmissions, causing transmissions with priority that is lower than the highest available 
priority in the network to defer. Thus, stations having transmissions with highest priority in 

15 the network are guaranteed access to the medium before stations having transmissions with 
lower priority. However, stations having transmissions with the highest priority in the 
network still contend within themselves for medium access, thus reducing the level of 
guarantees on QoS parameters. Stations at the same priority level contending for access to 
the medium enter a "contention window" where the stations randomly select their 

20 transmission slot time. 

In some network environments, e.g., power line network environments, CSMA 
protocol operation may be adversely effected by distance between stations and/or channel 
conditions. Also, CSMA protocols may be susceptible to interference (e.g., collision) caused 
by overlapping networks, that is, networks that are not intended to communicate with one 

25 another but that can, in fact, hear each other's transmission, as well as by hidden stations. A 
hidden station is a station in a network (or overlapped network) that cannot hear all other 
stations because of its location and/or channel conditions. Under such conditions, a CSMA 
protocol may not function effectively to maintain proper network synchronization and 
provide orderly media access arbitration. And a CSMA protocol may be unable to ensure 

30 strict adherence to QoS guarantees. For example, U.S. Application No. 09/632,609 describes 
a system in which a single contention-free interval can be established on a CSMA network 
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without the use of a master, but this method may be insufficient to handle strict quality of 
service (QoS) requirements or hidden nodes. 

SUMMARY 

In one aspect, the invention features a method of operating in a network in which a 
5 plurality of stations communicate over a shared medium, including using a carrier sense 
multiple access (CSMA) service for ordinary communication between the plurality of 
stations, having a first station that desires to establish a first session of regularly repeated 
(e.g., periodic) contention-free transmission intervals broadcast information descriptive of the 
first session to the other stations, wherein the first station can be any of the plurality of 

10 stations, and having other stations that receive the broadcast from the first station defer from 
transmitting during the contention-free intervals of the first session. 

Implementations may include one or more of the following features. Distributing 
control over initiation and makeup of transmissions within the contention free intervals to a 
plurality of stations so that any of the plurality of stations can independently initiate a 

15 transmission within the contention free interval. Distributing control over the maintenance 

and termination of transmissions within the contention free interval to the plurality of stations 
so that any of the plurality of stations can independently terminate a transmission within the 
contention free interval. The plurality of stations may act as peers with respect to one 
another in initiating, maintaining, and terminating transmissions within the contention free 

20 interval. Not all stations on the network that receive the broadcast from the first station may 
defer from transmitting during the contention-free intervals; e.g., some stations may comprise 
legacy equipment (e.g., Home Plug 1.0) lacking the capability to defer. 

In another aspect, the invention features a method of operating in a network in which 
stations communicate over a shared medium, including providing regularly repeated 

25 contention free intervals, providing CSMA communication during times outside the 

contention free intervals, and distributing control over the initiation and makeup of the 
contention free intervals to a plurality of stations so that any of the plurality of stations can 
independently initiate a transmission within the contention free interval. 

Implementations may include one or more of the following features. Distributing 

30 control over the maintenance and termination of transmissions within the contention free 
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interval to the plurality of stations so that any of the plurality of stations can independently 
terminate a transmission within the contention free interval The plurality of stations may act 
as peers with respect to one another in initiating, maintaining, and terminating transmissions 
within the contention free interval. 
5 Implementations may further include one or more of the following features. The 

regularly repeated contention free interval may be approximately periodic. The contention 
free interval may also support a plurality of transmissions, each using a different time 
segment within the contention free interval, so that a plurality of data streams can be 
transmitted using the contention free interval, with each data stream generally assigned to 

10 one of the different time segments. Any of the plurality of stations may further be capable of 
independently inserting a further transmission into the contention free interval. At least one 
data stream can be assigned to a plurality of different time segments spaced apart within the 
same contention free interval, thereby reducing latency for the at least one data stream. 
There can be two different time segments from the same contention free interval assigned to 

15 the same data stream, with one time segment at or near the start of the interval, and the other 
time segment at or near the midpoint of the interval. 

Implementations may further include one or more of the following features. In some 
cases, each of the plurality of stations keeps track of the number of transmissions being 
supported by the contention free interval and the amount of time used by each of the 

20 transmissions, so that the station can make a determination whether the contention free 
interval has sufficient remaining capacity to support a further transmission by the station. 
Each of the stations sending a transmission during the contention free interval may begin 
transmitting in response to recognizing that the transmission immediately prior to it has 
concluded. A transmission that is concluding includes a hand-off indication near the end of 

25 its transmission, and the transmission that follows is initiated based on receipt of the hand-off 
indication and the identity of the transmission that is concluding. Each station may 
independently keep track of the usage of the contention free interval (e.g., by observation) to 
determine whether there is sufficient time available in the interval to support a further 
transmission that the station has been asked to initiate. Information characterizing each of 

30 the plurality of transmissions is conveyed to substantially all of the plurality of stations. The 
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information characterizing a transmission can include information characterizing the 
temporal location of the transmission within the contention free interval. 

Implementations may further include one or more of the following features. The 
information characterizing a particular transmission is conveyed to other stations not only by 

5 the station making the particular transmission but by other stations that receive the 

information and retransmit it to other stations, thereby increasing the likelihood that the 
information will be conveyed to all stations. Transmissions of different priority classes can 
share the contention free interval, and access to the contention free interval is given to a 
transmission of a higher priority class if insufficient time is available within the interval to 

10 support all transmissions seeking to use the interval. A transmission can be terminated if 
transmissions of higher priority consume enough of the contention free interval that 
insufficient time remains for continuing the transmission. Transmissions are terminated 
following a last-in, first-out protocol (e.g., last-in, first-out within each priority class). A 
limit can be set on the fraction of time within the contention free interval that may be used by 

15 transmissions of a particular priority class. Different fractions of the contention free interval 
are assigned to different priority classes, so that some priority classes are allocated more of 
the contention free interval than other priority classes. 

Implementations may further include one or more of the following features. The 
sequence of transmissions within the contention free interval is ordered by priority class, with 

20 transmissions of higher priority classes occurring earlier than transmissions of lower priority 
classes. The sequence of transmissions within the contention free interval is ordered by 
sequence in which transmission was initiated, with earlier initiated transmissions occurring 
earlier than later initiated transmissions. Short time intervals are provided between 
successive transmissions within the contention free interval, so that a station desiring to 

25 initiate a new transmission may begin the transmission during the short time interval, and 
other stations will learn that the new transmission has been inserted at that location in the 
contention free interval. A short time interval is provided following the last transmission of 
each priority class, so that a station desiring to initiate a new transmission with a particular 
priority class may begin the transmission during the short time interval following the last 

30 transmission of that priority class. A station desiring to initiate a transmission of a particular 
priority class will generally initiate the transmission between the last transmission of the 
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same or higher priority class and the start of the first transmission of a lower priority class, 
thereby maintaining a priority order to the sequence of transmissions within the contention 
free interval A short time interval is provided following the last transmission of each 
priority class, and the transmission of the particular priority class is initiated during the short 
5 time interval between the last transmission of the same or higher priority class and the start of 
the first transmission of a lower priority class. 

Implementations may further include one or more of the following features. Each of 
the stations can independently follow a set of admission rules common to the plurality of 
stations. Each transmission is assigned a unique identifier, and the identifier is conveyed to 

10 the other stations along with information characterizing the transmission. The length of the 
contention free interval varies with demand for contention free transmissions. The shared 
medium may be an alternating current (AC) power line, and the contention-free intervals may 
be approximately synchronized to the power cycle. The contention free interval duration 
may be chosen so that at least some of the transmissions within the contention free interval 

15 occupy a different portion of the power cycle during successive contention free intervals. 
Alternatively, the contention free interval duration may be chosen so that the transmissions 
within the contention free interval are intentionally not synchronized to the line cycle so that 
each transmission generally occupies a different portion of the power line cycle during 
successive contention free intervals. 

20 Implementations may further include one or more of the following features. The 

information descriptive of the first session may comprise the duration of the contention-free 
intervals. The information descriptive of the first session may comprise a period of the 
contention-free intervals. The information descriptive of the first session may comprise the 
time at which the first session will begin. The information descriptive of the first session 

25 may comprise the address or addresses of the station or stations that are the intended 

receivers of the data to be transmitted during the first session. The information descriptive of 
the first session may comprise the address of the station that is establishing the first session. 
A second session of regularly-repeated contention-free transmission intervals may be 
established by a second station, wherein the second station can be any of the plurality of 

30 stations, and wherein the method may further comprises having the second station determine 
the timing of the second session taking into account the information descriptive of the first 
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session, having the second station broadcast information descriptive of the second session to 
the other stations, and having the other stations that receive the broadcast from the second 
station defer from transmitting during the contention-free intervals of the first and the second 
sessions. The method may further comprise having the first station transmit maintenance 
5 information during the first session. The maintenance information descriptive of the first 
session may include a revised duration for the contention-free intervals. The maintenance 
information descriptive of the first session may include the time at which the subsequent 
contention-free interval starts. The method may further comprise having the first station 
transmit termination information during the first session, the termination information 

10 including the time at which the first session will end. At least a portion of the information 
descriptive of the first session may be transmitted in one or more header fields of packets 
broadcast over the network. At least a portion of the information descriptive of the first 
session may be transmitted in the packet body of packets broadcast over the network. At 
least a portion of the information descriptive of the first session may be fixed ahead of time 

15 and not included in the information descriptive of the first session. The information 

descriptive of the first session may be broadcast using the CSMA service. The information 
descriptive of the first session may be broadcast using the regularly-repeated contention-free 
session. One or more stations other than the first station may propagate the session 
information generated by the first station. 

20 This invention provides an integrated set of mechanisms to providing guaranteed QoS 

in CSMA networks in a highly distributed manner. Using this set of mechanisms, traffic 
streams requiring QoS obtain periodic access to the medium. Multiple traffic streams 
coordinate with each other in a distributed manner and align with respect to each other. 
Distributed admission control is used to prevent the network resources from being over 

25 allocated. 

Regularly-repeated contention- free network channel access provides a distributed 
mechanism for guaranteeing QoS in CSMA networks while maintaining network efficiency. 
Regularly-repeated contention-free network channel access operates in networks with legacy 
equipment and has an ability to adapt to changing channel and network conditions. Video 
30 traffic can be transmitted on the same power line network as used for data. The higher 

throughput and higher quality of service (QoS) associated with TDMA can be provided on a 
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CSMA network, without the complexity and difficulty of setting up one station as a master. 
By avoiding the use of a master/slave architecture, the communication system can function 
even in the presence of hidden stations. 

The details of one or more embodiments of the invention are set forth in the accompa- 
5 nying drawings and the description below. Other features and advantages of the invention 
will be apparent from the description, drawings, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG 1 is a network configuration. 

FIG 2 is a diagram of a Media Access Controller Service Data Unit (MSDU). 
10 FIG 3 is a diagram of Media Access Controller Protocol Data Unit (MPDU). 

FIG 4 is a diagram of a regularly repeated contention free communication interval 
and a period of CSMA/CA communication. 

DETAILED DESCRIPTION 

There are a great many possible implementations of the invention, too many to 
15 describe herein. Some possible implementations that are presently preferred are described 
below. It cannot be emphasized too strongly, however, that these are descriptions of 
implementations of the invention, and not descriptions of the invention, which is not limited 
to the detailed implementations described in this section but is described in broader terms in 
the claims. 

20 A network configuration includes communications medium 3 and network 4 in which 

electronic devices 6, 8, and 10 (e.g., audiovisual equipment) communicate over medium 3. 
Electronic devices 6, 8, and 10 include media access controllers (MAC) 12, 14, and 16 that 
manage communication access to the network 4 for electronic devices 6, 8, and 10, 
respectively. MACs 12,14, and 16 implement the data link layer and connect to the physical 

25 layer of the Open Systems Interconnection (OSI) network architecture standard. In a general 
sense, MACs 12, 14, and 16 represent stations on network 4 that send messages to one 
another over medium 3. Communications medium 3 is a physical communication link 
between electronic devices 6, 8, and 10 that includes optical fiber, coaxial cable, unshielded 
twisted pair, in addition to other media such as power lines. Electronic devices 6, 8, and 10 
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communicate with one another based on requirements of software applications running on 
electronic devices 6, 8, and 10. This communication creates traffic of messages on network 
4. 

5 1. Traffic Classes 

Traffic of messages on network 4 is divided into eight priority classes depending on 
the QoS requirements of each message. Each priority class embodies a coherent set of 
latency, jitter and packet loss probability (PLP) guarantees, which translate into such 
parameters as access priority and number of message transmission retries at the MACs 12, 

10 14, and 16. For network configuration 2, eight traffic classes are defined. Each of these 

priority classes embodies a set of Quality of Service (QoS) characteristics for an application 
and can be translated naturally to such behavior in the MACs 12, 14, and 16 as channel 
access and number of retries. The characteristics of these priority classes are defined such 
that each class can support a specific range of QoS parameters. The priority classes are such 

15 that 0 is the lowest priority and 7 is the highest priority. Table 1 shows the definition of each 
class and its associated QoS Parameters. 

Transmissions from MACs 12, 14, and 16 with Priority Classes 0 to 3 use carrier 
sense multiple access/collision avoidance (CSMA/CA) protocols such as HomePlug® 1.0.. 
Thus, MACs 12, 14, and 16 having transmissions at priority levels 0 to 3 waiting to be sent 

20 simply contend during priority resolution slots between transmissions, causing stations 

transmissions with priority that is lower that the highest available priority in the network to 
defer. Stations having transmissions with priority 3 in the network are guaranteed access to 
the medium before stations having transmissions with lower priorities 0-2. However, stations 
having transmissions with priority 3 in the network contend within themselves for medium 

25 access. Transmissions with priority classes 0 to 3 are intended for applications with low QoS 
requirements such as applications transferring files and applications managing MACs 12, 14, 
and 16. Such applications can be described to have aperiodic transmission requirements 
because their transmissions do not typically have to be sent on a regular periodic basis. 
MACs 12, 14, and 16 use the CSMA/CA protocol when there is no traffic present from 

30 priority classes 4 to 7. Transmissions with priority classes 0 to 3 are guaranteed a minimum 
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amount of time to transmit if traffic at those levels is present; otherwise classes 4 through 7 
may occupy almost all the capacity of network 4. 

Transmissions from MACs 12, 14, and 16 with priority classes 4 to 7 use periodic 
contention free channel access (PCF-CA) that provides periodic access to network 4 for 
transmissions to guarantee QoS and prevent bandwidth of network 4 from being over 
allocated. PCF-CA organizes contention within a given priority class (e.g., classes 4-7) for 
access to network 4 on a first come, first serve basis to provide guarantees of QoS to 
transmissions from MACs 12, 14, and 16 subject to bandwidth of network 4. Priority classes 
4 to 7 require a Session Setup procedure (described below) and are subject to Admission 
Control (described below). Priority class 4 is can be used for applications such as network 
games resulting in a typical data rate of less than 1.0 mega (10 6 ) bits per second (Mbps) and 
QoS requirements of a latency of less than 15 milliseconds (msec). MAC Service Data Units 
(MSDU) or transmitted data packets for applications at priority class 4 are typically short 
(less than 500 octets of 8 bits each). The PLP for priority class 4 is quasi error free (QEF) 
meaning a PLP of 10" 10 to 10" 11 . Priority class 5 is used for applications such as internet 
video and video conferencing resulting in a typical data rate of 0.1 to 2 Mbps and QoS 
requirements of a latency of 75-100 msecs and a PLP of 10" 3 seconds. Priority class 6 is used 
for applications such as high quality video and home theater audio resulting in a typical data 
rate of 0.3-25 Mbps with QoS requirements of a latency of 100 to 300 msecs and a jitter of 
500 nano seconds. Priority class 6 has a PLP requirement of QEF meaning a PLP of 10~ 10 to 
10' 11 . Priority class 7 is used for Voice over Internet Protocol (VoIP) applications resulting 
in a typical data rate of less than 0.064 Mbps but with QoS requirements of a latency of less 
than 15 msecs and a PLP of 10~ 2 . MSDUs for applications at priority class 7 are typically 
short (< 500 octets). 
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short 
(<500) 


low 
(<15) 


N/A 


lO' 2 


VoIP 



Table 1 . Traffic Classes with Typical Parameter Values 

Referring to FIG. 2, MSDU refers to the information payload that the MAC (e.g., 12, 
14, 16) transports on network 4. Each MSDU (FIG. 2) contains a Destination Address (DA) 
52, a Source Address (SA) 54, traffic information 56, MAC Management Information 58, 
and MSDU payload 60. The Destination Address (DA) field 52 and Source Address (SA) 
field 54 are 6 octets each where an octet is a sequence of eight bits) and are identical to the 
corresponding fields described in Institute of Electrical and Electronics Engineers (IEEE) 
Standard 802.3 (i.e. addresses 52 and 54 use the IEEE 48-bit MAC address format). 

The 2-octet Traffic Information field 56 contains a 2-bit Protocol Adaptation Layer 
(PAL) Type (PLT) field 62, a 1-bit MAC Management Flag (MMF) 64, a 1-bit DTS Flag 66, 
and a 12 bit MAC Stream ID (MSID) field 68. These fields 62, 64, 66, and 68 are listed in 
Table 2. 
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Field 


Length (bits) 


Definition 


PLT 


2 


PAL Type 


MMF 


1 


MAC Management Information Flag 


DTSF 


1 


Delivery Time Stamp Flag 


MSH> 


12 


MAC Stream Identifier 



Table 2. MSDU Traffic Information 



The PAL Type (PLT) field 62 defines the protocol and other characteristics of the 
MSDU payload. Table 3 shows the interpretation of the PLT field 62. 



PLT Value 


Interpretation 


ObOO 


Ethernet PAL 


0b01 


Isochronous Stream 


0b10 


Reserved 


0b11 


Reserved 



Table 3. PAL Type 



The MAC Management Flag (MMF) 64 is set to Obi to indicate that a particular 
MSDUis associated with an embedded MAC Management Information (MMI) field 58. 

The Delivery Time Stamp Flag (DTSF) 66 is set to Obi by the PAL to indicate that 
the MSDU payload 60 should be associated with a Delivery Time Stamp in a Sub-Frame that 
may contain other MSDU payloads 60 that do not have a DTS (as indicated by a DTSF value 
ofObO). 

The MAC Stream ID (MSID) 68 is a 12-bit field that is associated with the payload 
60 being carried by the MSDU. MSIDs 0 to 3 are used by MSDUs that carry connectionless 
CSMA/CA traffic at channel access priority CAO to CA3 respectively. The remaining 
MSIDs may be used by connection-based services or CSMA/CA traffic, and are assigned by 
the MAC (e.g. 12, 14, 16) during the connection setup process. 
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MSID Value 


Interpretation 


0x000 


CAO, CSMA/CA 


0x001 


CA1 , CSMA/CA 


0x002 


CA2, CSMA/CA 


0x003 


CA3, CSMA/CA 


0x004 - Oxfff 


Negotiated Stream Ids 



Table 4. MAC Stream Identifier 

The MSDU can contain MAC Management Information 58. The presence of MAC 
Management Information 58 field is indicated by the MMF flag 64 in the Traffic Information 
5 field 56. The MSDU Payload field 60 depends on the Protocol Adaptation Layer (PAL) in 
the MAC (e.g. 12, 14, 16) that generated the MSDU. The MSDU Payload 60 is not 
interpreted by the MACs 12, 14, or 16. 

MSDUs are transmitted by MACs 12, 14, and 16 using MAC Protocol Data Units 
(MPDUs). Figure 3 shows the overall format of an MPDU. The MPDU is composed of a 

10 Frame Control field 102 followed by a MPDU Payload 104 that includes a MPDU header 
106 and one or more Physical Layer (PHY) Blocks (PBs) 108. PB 108 is used by the 
Automatic Retransmission Request (ARQ) mechanism. ARQ is a protocol for error control 
in data transmission. When a receiver detects an error in a packet, the receiver automatically 
requests the transmitter to resend the packet. This process is repeated until the packet is error 

15 free or the error continues beyond a predetermined number of transmissions. Each PB 108 
has an associated PB Header 112, PB Body (PBB) 114 and a PB Check Sequence (PBCS) 
116. Only the PBB 114 is subject to encryption because the PBB 114 is essentially an 
encrypted fixed size segment. PBBs 114 are encrypted independently of one another. The 
first (or only) FEC Block 110 in an MPDU Payload 104 is composed of the MPDU header 

20 1 06, and the first PB 108. The subsequent (if any) FEC Blocks correspond to PB #2 to PB 

#n for an MPDU 100 containing n PBs. The last PBB 118 in the last FEC block 120 may not 
be full, and so may require padding. If the segment in the last PBB 118 is more than one 
octet smaller than the PBB size, then a length field comprises the last two octets of the PBB 
118. 
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Frame Control fields 102 carry information required by the PHY to demodulate the 
MPDU payload 104 as well as Channel Access, ARQ, VCS, and Tone Maps information 
required by the MAC (e.g., 12, 14, 16). 

MPDUs carry structure information that is necessary for coordinating access to the 
5 medium and for proper delivery to the intended receiver. MPDUs are also used in conveying 
reception status (i.e., for acknowledgment) so that the transmitter can retransmit lost MPDUs. 
The MPDUs typically contains a broadcast header in the form of Frame Control 102 that is 
received by all MACs 12, 14, and 16 in the network 4 defining the extent of the payload that 
is intended for the destination MAC 12, 14, or 16. Frame Control 102 information can also 

10 be used for ARQ. 

Two MPDU formats are defined, a Long MPDU and a Short MPDU. The long MAC 
Protocol Data Unit includes a Frame Control 102 and an MPDU header 106 followed by one 
or more PBs 108. Long MPDUs carry application data payload. A Short MPDU consists of 
a Frame Control 102. These are used for MAC level acknowledgments and maintenance. 

15 A Long MPDU is processed by the PHY into the MSDU that has a maximum length 

in time and varying octet capacity determined by its length and channel conditions. The 
MPDU header 106 and the first PB 108 are encoded in the first FEC block 110, and the 
subsequent PBs are each encoded in their own FEC block 110 by the PHY. A Preamble 
sequence is prepended to the FC 102, and two reference symbols are inserted between the FC 

20 102 and the first FEC block 1 10 to form the MSDU 50, the physical entity that is transmitted 
over the medium. The preamble is used for synchronization at the PHY layer. 

The term Delimiter is also used to refer to a physical entity consisting of a Preamble 
and Frame Control. The Frame Control 102 contains information used by MACs 12, 14, and 
16 in the network 4 for channel access, as well as information used by the destination. For 

25 this reason, Frame Control 102 has specific physical layer encoding and modulation. 

2. Periodic Contention Free Channel Access (PCF-CA) 

Traffic streams with priority classes 4-7 between MACs 12, 14, and 16 that require 
guarantees on QoS parameters use a periodic contention free channel access (PCF-CA) 
30 mechanism that is built over the CSMA/CA protocol. Traffic Streams using PCF-CA access 
obtain periodic access (e.g., every 25 msec) to the medium 3. PCF-CA also provides 
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mechanism for half period PCF-session, where certain streams can access the medium twice 
in a contention free period. The CSMA/CA mechanism is used by traffic with priority 
classes 0-3 that do not require QoS guarantees and for transfer of management information. 

Periodic contention free (PCF) sessions provide QoS for traffic with priority Classes 
4-7. A session is a period of time when one or more MACs 12, 14, or 16 have authorization 
to transmit without contention on network 4 and this session is repeated on a periodic basis. 
Multiple sessions concatenate with each other. The necessary information required in 
maintaining these sessions is carried in the Frame Control 102 and in the MAC Management 
information 58 (FIG. 2). Each MAC 12, 14, and 16 monitors transmissions in the network 4 
to track the existence of PCF-CA sessions. If a PCF-CA session exists, each MAC 12, 14, 
and 16 tracks the Contention Free Period Target Start Time (CFPTST), as well as the identity 
(CFID), Class, average usage, average usage deviation, Constant Bit Rate (CBR) equivalent 
usage, and maximum first MPDU length of each session in its position in the CF period. 

FIG. 4 shows a interval of message traffic on network 4 using the PCF-CA 
mechanism. In FIG. 4, time moves from left to right. The interval with a length of 25 msec 
begins with a previous CSMA/CA frame 102. The interval is divided into a contention free 
interval 166 and a CSMA/CA interval 168. The contention-free interval is divided into a 
plurality of time segments so that a plurality of data streams (sessions) Al, A3, Bl, B2 can 
be transmitted using the contention free interval, with each data stream (session) generally 
assigned to one of the different time segments of successive contention-free intervals. Each 
session generally includes a set of MPDUs 100, as shown in the figure for session Al (also 
denoted 158). The sessions are preferably grouped by priority class, with sessions Al, A3 in 
class 154, and sessions Bl, B2 in class 156. A unique identifier (e.g., CFID) identifies each 
data stream (session). The number of PCF-CA sessions (e.g., 158, 164) that network 4 can 
support is limited only by the available bandwidth and the number of available Contention- 
Free Identifiers within each priority class (e.g., 154, 156). 

The Frame Control (FC) 102 (FIG. 3) of each MPDU 100 carries the fields necessary 
for supporting the PCF-CA sessions. These include MPDU Class, Contention Free Identifier 
(CFID), Half Period Session Flag (HPSF), Half Period Session Handoff (HPSH), and 
Contention Free Session Handoff (CFSH). Additional information about the order of CF 
sessions within the CF period and the usage patterns for each session are also provided on an 
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intermittent basis in the FC or by means of MAC Management Entities (MME). The 
{priority CLASS, CFED} is associated with a session 158 and is unique within a priority 
class within the network 4. The MACs 12, 14, or 16 select a CFID that is not in use for a 
given priority class. 

Session Handoff using the CFSH flag 160 indicates the end of MPDU 100 
transmission within each session 158, and passes control to the next session 164. Suspension 
and resumption of a session to allow half-period sessions to transmit at the mid-period mark 
is indicated by the HPSH flag (not shown). This suspends the normal order of sessions and 
allows the half-period sessions an opportunity to transmit. When a MAC Level stop and wait 
ARQ mechanism is used, the responses always echo the values of CFID, priority Class, 
CFSH 160, and HPSH of the MPDU 100 that the responses acknowledge. 

To start a new PCF-CA session when there is no ongoing periodic traffic, one MAC 
(e.g., 12, 14, 16) contends for the medium 3 using a CSMA/CA mode and starts the periodic 
session 158, becoming the Contention Free Leader (CFL). Otherwise, the MAC 
concatenates to existing PCF-CA sessions based on the priority class 154 of the transmission 
from the MAC. 

2.1 Periodic Contention Free Session Handoff 

Multiple traffic streams between MACs 12, 14, and 16 using PCF-CA are identified 
20 by means of their priority Classes. Lower priority CSMA/CA traffic is prevented from 

interrupting PCF-CA traffic because Contention Free Identifier PCF sessions concatenate 
with each other. This concatenation is achieved by each PCF-CA session tracking other 
sessions in the network 4 and by broadcasting session hand over information. One of the 
PCF traffic sources (e.g., MAC 12, 14, or 16) acts as a contention free leader (CFL). The 
25 CFL initiates the periodic contention free channel access and provides timing information 
required to synchronize the start of periodic contention free sessions. 

The CFL starts transmission as soon as Contention Free Period Target Start Time has 
been reached and after the last CSMA/CA transmission ends. The sets of MPDUs 100 from 
the same stream are sent consecutively with the same session identifier (CFID), a contention- 
30 free session hand-off indicator (CFSH) set to 0 until the last MPDU is sent. The last MPDU 
100 is sent with the hand-off indicator (CFSH) set to 1. The response to the last MPDU 100, 



10 
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if present, is sent with CFSH set to 1 irrespective of the reception status of the MPDU 
payload 60. 

When a MAC 12, 14, or 16 detects CFSH set to 1 by its predecessor, the MAC 12, 
14, or 16 starts transmitting its MPDUs 100. If the predecessor is of a higher class (Class j) 

5 than the station (Class i), then the MAC 12, 14, or 16 is the Class Leader (CL) and it waits 
for at least contention resolution (CR) slot time before transmitting its first MPDU 100. A 
CR Slot time is the minimum amount of time needed to detect a previous transmission. This 
gap allows new streams of Class k, where i < k < j, to join at the end of Class j. 

When half period traffic is present as indicated by the Half Period Session Flag 

10 (HPSF), stations must track the half period target start time (HPTST) also. All half period 
sessions must be allowed to transmit both at the start of the CF Period and at the halfway 
mark, in order of class and age. A session 158 that is transmitting when this time is reached 
must suspend transmission of new MPDUs 100 and allow the half period traffic access to the 
medium by setting the Half Period Session Handoff (HPSH) flag. If it happens to be done 

15 with its transmissions for the current period, it will also set the CFSH flag 160. The first half 
period session (the Half-Period Leader, HPL) must then start transmission immediately after 
the Priority Resolution Period. Each half-period session will hand off control to the next 
half-period session in the usual way, by CFSH=0bl on its last MPDU 100. If a half-period 
session has no data to send, it must send an End Of File (EOF) or a Request To Send/Clear 

20 To Send (RTS/CTS) signal to hand off control to the next session or to end the CF Period as 
appropriate. During the mid-period access by the half-period sessions, HPSH=0bl for all 
MPDUs 100 except the last one. When the last half period session hands off to the 
suspended CF sessions, it will reset the HPSH flag to ObO, to verify that it is the last half 
period session. At this point, the session that passed control to the half period sessions will 

25 resume transmission, if CFSH 160 was not set when it handed over control. Otherwise, its 
successor begins transmission in the same way it would if it had been handed access by its 
predecessor (i.e., respecting any required waiting period). If there is insufficient periodic 
traffic to occupy the medium until the HPTST, then the HPL must assert priority and contend 
for the medium 3 to start the second set of half period session transmissions. The HPL will 

30 do this as soon as the HPTST has arrived and after the end of any MPDU 100 that is being 
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sent using CSMA/CA. Note that the HPL may not be the same session as the CFL, if the 
CFL does not require half-period access. 

Traffic Classes align based on priority class during the Contention Free interval, with 
provisions for half period traffic to insert itself at the Contention Free half period. The actual 
5 order of contention free sessions depends on the number of traffic sources present, their 
priority Class and duration. For example, when there are two traffic sources with Class 6 
traffic, and Class 7 traffic using half period session, the actual order of transmission can be 7- 
6-7-6. Note that there may also be a CSMA/CA access period before the half period traffic 
begins its second access, if there is insufficient contention free traffic to occupy the medium 
10 until then. 

2.2 Contention-Free Session Target Start Time 
(CFSTST) and Half Period Target Start Time (HPTST) 

15 MACs 12, 14, or 16 can use Periodic Contention Free Virtual Carrier Sense (PCF- 

VCS) mechanism to enable performance in noisy environments. Each MACs 12, 14, or 16 
maintains an estimate of when the Contention-Free Period is supposed to start. If there are 
half-period sessions present, then the Half-Period Target Start Time must also be tracked. 
This is done through the use of the Contention-Free Session Target Start Time (CFSTST) 

20 field broadcast using the Frame Control 102 (FIG. 3) or MAC Management Entity. CFSTST 
is transmitted by the CFL and gossiped by other stations in the network 4. Even if a station 
(e.g., 12, 14, or 16) does not currently have Contention-Free traffic, the station must maintain 
an estimate of the CFSTST to avoid transmission that would delay the start of the 
Contention-Free Period or prevent a new CF Leader (CFL) from inserting itself before the 

25 current CFL. 

CFL should start the CF Period as soon after the CFSTST as possible, and after the 
end of the last CSMA/CA transmission. The HPTST is just half period after the CFTST. 
When there is insufficient CF traffic to occupy the medium until the HPTST, the Half-Period 
Leader (HPL) must assert priority and contend for the medium to start the second CF Period. 

30 
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2.3 Contention-Free Session Order 

When there is Contention-Free traffic on network 4, each MAC (e.g., 12, 14, or 16) 
must maintain information such as priority Class, CFID, order, usage parameters about the 
sessions present in order to know when the MAC may access the medium 3. Even if a MAC 
5 does not currently have Contention-Free traffic, the MAC must maintain this information in 
order to know when the MAC can insert a new session (e.g., 164). The order starts with the 
current Contention-Free Leader (CFL) and consists of the {Class, CFID} pairs of each of the 
sessions (e.g., 164) in the order that the MACs access the network 4 medium in the CF 
Period. 

10 New sessions (e.g., 164) are added by transmission in the Contention Resolution (CR) 

slot that follows the last MPDU 100 and response of the last session of the same class (or the 
lowest class higher than the new session's class if there is no traffic of the same class 
present). 

If a new session (e.g., 164) joins the CF period with priority higher than that of the 

15 first session, it starts transmission before the nominal start time of the CF Period and 

displaces the leader. All other stations can be notified of the early start using the Frame 
Control Information 102. 

MACs (e.g. 12, 14, 16) periodically broadcast the CF Session Order information in 
frame control 102 or using MAC management MPDUs 100. If a session changes its location 

20 in the order due to collisions, the session should broadcast this using Frame Control 102 or 
MAC Management Entity as soon as possible. Any MACs detecting a change in the CF 
Session Order should retransmit this information as soon as practical, so that the news is 
disseminated quickly and completely. 

A session 164 may terminate by failure or disconnection, or may terminate cleanly. 

25 When the session 164 terminates cleanly, the source MAC sends this information in frame 
control 102 or by means of management MPDUs 100. If a session 164 terminates due to 
failure or disconnection, then the other MACs on network 4 must infer that session 164 is no 
longer a part of the order by observing the persistent absence of session 164 from the CF 
Session Order. A MAC that suspects that a session (e.g., 164) is absent must indicate this 

30 using Frame Control 102 or MAC Management MPDUs 100. If a MAC 12 with a CF 

session observes another MAC 14 reporting its absence, MAC 12 should report its continued 
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existence in the next CF Period. If a MAC 14 that sent absence information for a session 164 
detects the continued presence of session 164, MAC 14 must send an update transmission. 

The priority Class and CFID may be reused after a source MAC terminates its session 
164, or after a session 164 has been determined to be terminated through the mechanism 
5 described above. If a MAC 12 starts a new CF session 164, the MAC 12 should pick an 

unused {priority Class, CFID} pair and insert the new session 164 at the end of its class 154. 
If an existing session 158 that is already using that {priority Class, CFID} pair detects a new 
session 164 attempting to use the same {Class, CFID} pair, the existing session 158 notifies 
the MAC 14 creating the new session 164. The MAC 14 receiving a MAC Management 
10 entity indicating a conflict in {priority Class, CFID}, MM Entry must check its contents to 
verify the positions of its CF sessions. If the MAC 14 determines that there is different 
session 158 using the same {priority Class, CFID} pair as it is using, MAC 14 must 
terminate session 164 quietly and restart it using a different {priority Class, CFID} pair. 

15 3. Admission Control 

Providing guaranteed QoS require MACs to limit the amount of traffic that is 
admitted into the network 4. This mechanism, commonly referred to as admission control, is 
done based on a predetermined maximum allocation for each priority Class (e.g., 154, 156) 
and the total allocation for QoS traffic. In this mechanism, a new QoS steam is allowed 

20 access to the medium network 4 only if either the maximum allocation for the priority Class 
or the total allocation for the QoS traffic is not exceeded. When the total allocation for the 
QoS traffic is exceeded, traffic streams that exceed their respective priority Class allocations 
are terminated on a last come first out basis with the priority Class, with traffic streams from 
the lowest priority Class terminated first. 

25 Admission Control is accomplished in a distributed manner based on priority Class, 

and on a first come first serve basis within a priority class. Admission control can guarantee 
some minimum amount of access for each traffic priority Class and CSMA traffic. 

3.1 Station Network Monitoring Functions 
30 MACs 12, 14, 16 track the smoothed amount of time each of its CF sessions uses 

each CF period. In some implementations, usage values have a 100 microsecond resolution. 
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The Constant Bit Rate (CBR) equivalent usage, average usage and usage average deviation 
values are sent periodically for each stream using the Frame Control 102 and/or MAC 
Management Entities. Each MAC also maintains a table with these values for each CF data 
stream (session), based on the broadcast information. 
5 Each MAC also maintains the usage time per CF period of each class, based on its 

observations. Each MAC updates the usage time per CF period of each class only when the 
boundaries of the first and last sessions within a class are received. The computations are the 
same, as those used for tracking a MAC's own streams. 

Usage values are used in admission control and for Periodic Contention-Free Virtual 
10 Carrier Sense (PCF-VCS). 

3.2 Admission Control and Maintenance Rules 

When a new message stream requiring QoS arrives, the source Protocol Adaptation 
Layer (PAL) sends a request to the source MAC to create a new CF session. The source 

15 MAC must determine that there is sufficient time available on the medium each CF period to 
support the request, and that the destination MAC has the resources needed for the stream. 
The request contains required data rate, packet loss tolerance, and latency information. The 
required data rate, packet loss tolerance, and latency information combine with the channel 
characteristics between the source and destination to arrive at an amount of time required per 

20 CF period for the new session. Data rate and latency are used to gauge the resources needed 
at the receiver MAC. If there are insufficient resources at the destination MAC or there is 
insufficient time within the CF period on the medium 3, then the source MAC denies its 
PAL's request. Otherwise, the source MAC starts a new session using a unused CFID, and 
inserts it at the end of its class in the CF session order. 

25 Let Ei be the aggregate usage per Contention Free period of existing class i sessions, 

and let E be the aggregate usage per Contention Free Period of all CF sessions (classes 4-7). 
Let Eq be the existing usage of CSMA traffic per Contention Free period. The E t values 
should be computed as sum of the smoothed mean and the smoothed mean deviation. 
Alternatively, the sum of the CBR Equivalents for each session within the class may be used. 

30 Let at be the fraction of the CF Access Interval guaranteed to class i, let a 0 be the excess 
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allocation for CSMA traffic, and let G 0 be the guaranteed allocation per 25 ms period for 
CSMA traffic when it is always busy. Then E = S E h i = 4,5,6 ,7, and S a, ■ = 1, i = 4,5,6,7. 

Since CSMA/CA traffic may not use its guaranteed busy allocation, the current 
allocation Aq for CSMA traffic is computed as the lesser of its guarantee and the current 
usage scaled by the excess allocation: 

A 0 =mm{Goi\+a 0 )Eo +0.125) ms. 

A minimum average time is allowed for CSMA traffic to announce its presence when it is not 
currently in use. Excess allocation a 0 is a configurable parameter, 0 < a 0 < 1 . The 
allocation A ( for class i in a Contention Free period is then A ( = a ( (CFP - Aq), where CFP is 
the Contention Free Period in msec. The per-class fractional guarantees are configurable 
through MAC Management Entries. 

The following rules are observed for PCF-CA traffic in classes 4-7 for network 4. A 
new stream requesting admission provides asource MAC 12 with its QoS parameters. From 
these, the source MAC 12 must compute an expected usage time per CF period, w. The 
request is granted if a destination MAC 14 accepts it and either 

(l)E + u+A 0 <CF? ms., or (2) E i + u<A l r . 

The first rule (1) states that if there is capacity available, then the new session can 
take it. The second rule (2) states that if there is guaranteed allocation available for its class, 
the new session can take it. In this case, some other class j that is oversubscribed (i.e., Ej > Aj 
) may have to terminate or adapt the rate of one or more of its existing sessions. 

If the medium 3 is oversubscribed, then E + A 0 > CFP ms and one or more sessions 
must be terminated. Each MAC 12, 14, 16 must consider the sessions for which it is the 
source, and terminate them if required. The newest session in an oversubscribed class (e.g., 
154, 156) must be terminated, with this process continuing until the medium is no longer 
oversubscribed. 

4. Periodic Contention Free Virtual Carrier Sense (PCF-VCS) 

Operation of PCF-CA mechanism can be improved in noisy environments where 
medium 3 experiences noise occasionally disrupting communications by using PCF Virtual 



-22- 



Patent Attorney No. 04838-070WO1 



Carrier Sense (PCF-VCS). PCF-VCS uses the knowledge of CF session order and usage to 
obtain reliable performance. Each MAC employs a Contention Free Virtual Carrier Sense 
(CF-VCS) mechanism to determine when it should start transmission of MPDUs 100 
belonging to each of its CF sessions. To do this, each MAC tracks the beginning of each 
Contention Free Period (CFP) and the Half Period Target Start Time (HPTST), the maximum 
length first MPDU 100 for each PCF-CA session (e.g., 158 or 164), the contention free load 
for each class (e.g., 154 or 156), and the total contention free load, which are used for 
managing the CF sessions. 

Tracking the beginning of each Contention Free Period (CFP) and the Half Period 
Target Start Time (HPTST) and the maximum length first MPDU 100 for each PCF-CA 
session (e.g., 158 or 164) is used to determine for a MAC 14 when a session 164 can start 
transmission if the MAC 14 desiring to start the session 164 does not observe 
communications from MAC 12 that normally broadcasts its predecessor session 158. 
Tracking the contention free load for each class (e.g., 154 or 156), and the total contention 
free load are used to determine when a low priority session must cease transmission to allow 
other higher priority traffic access to the medium 3. The PCF-VCS mechanism is used to 
maintain the integrity of the contention free interval under noisy channel conditions, or in 
cases of hidden stations, overlapping networks or when an active session is suddenly 
terminated (such as the MAC 12 being unplugged or disconnected from medium 3). The 
PCF-VCS mechanism is also used for admission control of PCF-CA traffic and timing of 
CSMA/CA traffic and for fairness. 
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For communication over an alternating current (AC) power line, the contention free 
intervals may be approximately periodic, and approximately synchronized with the 50 or 60 
Hz power cycle (e.g., using a 25 msec period between onset of contention free intervals 
means that each period corresponds to three 8.33 msec half-cycles of a 60 Hz power cycle 
and two and half 10 msec half-cycles of a 50Hz power cycle). Approximately synchronizing 
the contention free intervals to the power cycle has the advantage that channel adaptation 
(e.g., tone maps) tends to need less adjustment from one contention free interval to the next, 
as noise on the power line tends to be correlated with the phase of the power cycle. 

Since some power line noise is synchronous to the power cycle, to avoid a particular 
session being trapped on a portion of the power cycle with high noise, the contention-free 
intervals may be chosen to synchronize so that each session generally occupies a different 
portion of a line cycle on a repeating basis (e.g., the occupied portion of the line cycle could 
repeatedly advance by a quarter of the power cycle). This provides two advantages for short 
duration traffic. First, the session will not get trapped on a portion of the line cycle that is 
much worse than another portion, and thus the throughput will be closer to average for the 
power line channel rather than worst case. Second, a better adaptation can be achieved 
because the transmitter/receiver pair can adapt based on transmissions to most, if not all, of 
the line cycle rather than only a small portion. 

5. Virtual TDMA Implementation 

Another implementation that incorporates some features of the invention, and which 
we refer to as virtual TDMA (vTDMA), is as follows. 

The virtual TDMA implementation can be used in a network with a plurality of 
stations using a CSMA medium sharing mechanism. Virtual TDMA (vTDMA) allows any 
station to dynamically reserve a periodic slot, of arbitrary pitch (time separation) and 
duration, during which it will have exclusive access to the medium. These periodic slots 
allow a station to provide strict guarantees on QoS to its data stream, and to overcome hidden 
nodes. Multiple vTDMA sessions can be set up by stations in a distributed manner based on 
their knowledge of other ongoing vTDMA sessions in the network. 

The operation of vTDMA can be conceptually divided into three phases. 
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1. vTDMA Session Setup Phase: This is the first phase. During this phase, the 
station takes various actions that will ensure that all other stations have knowledge of the 
new vTDMA session. 

2. vTDMA Session Maintenance Phase: This is the second phase, and begins 

5 generally after the end of the first phase. During this phase, the station takes various actions 
to update all station on the ongoing vTDMA session. 

3. vTDMA Session Termination Phase: This is the third and final phase. During this 
phase, the station takes various actions to ensure that all stations are informed of the 
termination of the vTDMA session. 

10 The specific design of vTDMA can be tailored for a variety of CSMA systems. For 

example, the design of vTDMA might take into consideration the underlying CSMA protocol 
and packet formats, the network environments in which the system is intended to operate 
(e.g., hidden nodes, interference), and the guarantees on QoS that the station is intended to 
provide. 

15 The following sections include details on each of the three vTDMA phases along with 

various implementation options. 

5.1 vTDMA Session Setup Phase 

During the vTDMA session setup phase, the station propagates the new vTDMA 
20 session information to all other stations in the network. The session setup information may 
include: 



Session ID 


Unique session identifier 


Source Address 


Address of the station that initiated the session 


Destination Address 


Address of the station that is the intended receiver(s) 


Session Start Time 


Time at which the session starts 


Session Period 


Periodic interval at which the vTDMA session starts 


Slot Length 


Length of time for which the vTDMA session will have 
exclusive access to the channel during each session period 



25 Table 5. vTDMA Session Setup Information 
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This vTDMA session setup information is broadcast to all (or a plurality of) other 
stations by means of broadcast packets during regular CSMA access periods. Typical CSMA 
protocols have a packet structure with a header. This header can also be used to propagate 
the session setup information. Some possible approaches for this involve blasting (channel 
access without proper contention) or contention in the time slots during which the vTDMA 
session is intended to be setup. 

For CSMA protocols where the amount of information that can be transmitted in the 
header is limited, all stations in the network can be configured to understand a fixed number 
of vTDMA session types (for example, a fixed period for all TDMA sessions eliminates the 
need for transmitting session period information). 

The end result of this phase is that all nodes that could potentially interfere (i.e., cause 
collision) with the vTDMA session have knowledge of the new vTDMA session, and hence 
defer during the exclusive access slots. 

5.2 vTDMA Session Maintenance Phase 

During the vTDMA session maintenance phase, the station periodically broadcasts 
updates on the vTDMA session parameters. This provides a means to dynamically control 
the vTDMA session. This information can be broadcast to all stations using a broadcast 
packet during the regular CSMA access period or during the allocated slot. This information 
can also be propagated as part of the header field of the packet. The session maintenance 
information may include: 



Session ID 


Unique Session identifier 


Source Address 


Address of the station that initiated the session 


Destination Address 


Address of the station(s) that is (are) the intended receiver(s) 


Slot Length 


Length of time for which vTDMA session will have exclusive 
access to the channel during each session period 


Slot Start Time 


Time at which the vTDMA slot starts 



Table 6. vTDMA Session Maintenance Information 



Alternative implementations can also use a combination of broadcast packets and 
information in the header field to maintain the vTDMA session. For example, in scenarios 
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where the slot length could potentially vary for each vTDMA slot, the header can be used to 
propagate slot length information of current and/or subsequent slots, while the other 
maintenance information is sent through broadcast packets. 

The end result of this phase is a dynamic and uninterrupted vTDMA session with all 
5 stations in the network properly synchronized to the ongoing vTDMA session. 

5.3 vTDMA Session Termination Phase 

During the vTDMA session termination phase, the station notifies all other stations 
about the termination of the active vTDMA session. This can be accomplished by broadcast 
10 packets transmitted in the regular CSMA access period or during the allocated slots. This 
information can also be propagated as part of the header field of the packet. This session 
termination information may include: 



Session ID 


Unique Session identifier 


Source Address 


Address of the station that initiated the session 


Destination Address 


Address of the station that is the intended receiver(s) 


Session Termination Time 


Time at which the vTDMA session ends 



15 Table 7. vTDMA Session Termination Information 

Other implementations can choose to combine various vTDMA phases to provide for 
efficient implementation. For example, the session maintenance phase can be combined with 
the session termination phase, thus reducing the overhead required to propagate information. 

20 Other implementations could reduce the overhead associated with the described 

vTDMA implementation. Apart from the overhead involved in propagation of session setup, 
maintenance and termination information, all stations may also take steps to defer from 
accessing the medium if their transmissions could collide with an ongoing vTDMA session. 
Another implementation could minimize this overhead by concatenating various vTDMA 

25 sessions into a single large contiguous (or back to back) vTDMA session. 

Certain network installations in which vTDMA is required to operate can have legacy 
stations that do not implement vTDMA. In that situation, vTDMA can be tailored to operate 
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in the network by a combination of graceful contention during the period slots with other 
deference mechanisms to prevent a legacy node from colliding with the vTDMA session. 
Certain network installations in which vTDMA is required to operate can have hidden 
stations. In that situation, vTDMA can be tailored to operate efficiency by having the 
vTDMA session setup, maintenance and termination information propagated (or repeated) 
using select stations in the network. For example, implementations can choose the designated 
receiver of the vTDMA transmission to repeat the information, for example in the 
acknowledgment transmission, thus ensuring all stations that hear the transmitter and/or the 
receiver from deferring during the vTDMA session. 

Many other implementations of the invention other than those described above are 
within the invention, which is defined by the following claims. For example, although 
periodic contention free intervals have been used in the described implementations, other 
implementations could have non-periodic but regularly-repeated contention free intervals. 
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